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Executive Summary

Self-Sovereign ldentity (SSI) provides a model for digital identity in which individuals and

organizations can hold, present, and verify credentials without reliance on centralized

identity providers. While the conceptual foundations of SSI are well established, large-scale

and institutional adoption continues to face structural challenges related to governance,

auditability, revocation, interoperability, and long-term sustainability.

The SAHEL initiative addresses these challenges through a governance-first SSI architecture,

supported by a blockchain token. Rather than proposing new identity standards, SAHEL

works to show how existing SSI standards can be composed into a fully operational,

auditable, and institutionally credible identity infrastructure.

This document presents SAHEL as a technical reference architecture, detailing:

System layers and trust boundaries

Governance and accreditation mechanisms

Data models and lifecycle flows

Blockchain anchoring strategy

Token design, constraints, and sustainability logic

The SAHEL token, implemented as an SPL token on the Solana blockchain with a fixed
maximum supply of 1 billion tokens, functions as a governance and coordination
mechanism.

*10015491




The SAHEL Self-Sovereign Identity Architecture and Governance Token

Executive Key Takeaways

This section summarizes the essential conclusions of the SAHEL Self-Sovereign Identity
Architecture and Governance Token whitepaper. It is intended for executive readers, policy
makers, institutional decision-makers, and senior technical leaders who require a clear
understanding of the system’s implications without engaging with every technical detail.

SAHEL Demonstrates That SSI Is Deployable Today

The SAHEL architecture shows that Self-Sovereign Identity is no longer limited to theoretical
models or isolated pilots.

By combining:
e existing W3C SSI standards,
e mature issuance and verification protocols,
e and a governance-first architectural approach,

SAHEL demonstrates that SSI systems can be operational, auditable, and institutionally
credible today, without waiting for new standards, new blockchains, or regulatory
overhauls.

Importantly, deployment does not require:
e centralized identity databases,
e proprietary platforms,

e or mandatory blockchain interaction for end users.

Governance Is the Core Challenge — and the Core Solution

The primary barriers to real-world SSI adoption are not cryptographic, but governance-
related. SAHEL addresses this by treating governance as a first-class architectural
component, with:

e explicit role definitions,

e strictly limited authority,

e transparent and auditable decision-making,

e and controlled mechanisms for change and conflict handling.
This approach enables trust frameworks that are:

e explainable,

e reviewable,

e and defensible over time,

Technical Whitepaper and Reference Architecture 6
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which is essential for public-sector, regulated, and cross-border environments.

Blockchain Adds Value Without Controlling Identity
SAHEL demonstrates a restrained and purposeful use of blockchain.
Blockchain is used:

e as an integrity anchor,

e as atimestamped audit trail,

e and as a coordination mechanism for governance.
Blockchain is not used:

e as an identity registry,

e as acredential store,

e orasauser interaction layer.

This design avoids privacy risks, regulatory conflicts, and technological lock-in, while still
providing the benefits of immutability and public verifiability.

The SAHEL Token Is Infrastructure
The SAHEL token is a governance and coordination token.
It exists to:
e gate participation in governance,
e support operational discipline,
e signal accredited responsibility,
e and sustain shared infrastructure.
The token:
e has a fixed maximum supply of 1 billion units,
e has noyield, staking, or usage-based rewards,
e is never required for end users,
e and does not monetize identity or credential usage.

This design avoids misaligned incentives and supports long-term institutional trust.

Privacy and Sovereignty Are Enforced by Architecture, Not Policy

Privacy and user sovereignty in the SAHEL architecture are not aspirational goals; they are
architectural guarantees.

These guarantees include:

Technical Whitepaper and Reference Architecture 7
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e no personal data on-chain,

e no centralized identity logs,

e no governance visibility into credential usage,

e no mandatory wallet or blockchain dependencies for users.

As a result, identity holders retain control throughout the entire credential lifecycle, while
institutions retain auditability and accountability.

Interoperability and Verifier Autonomy Are Preserved
SAHEL does not attempt to create a closed ecosystem or a global trust authority.
Instead:

e it aligns with open SSI standards,

e preserves verifier autonomy,

e supports multiple wallets, issuers, and trust frameworks,

e and avoids proprietary lock-in.

Verification remains contextual and local, enabling different sectors and jurisdictions to
apply their own trust policies.

Sustainability Does Not Depend on Identity Monetization

A central conclusion of this whitepaper is that SSl infrastructure does not need to monetize
identity to be sustainable.

SAHEL’s sustainability model is based on:
e consulting and advisory services,
e technical implementation and delivery,
e education and capacity building,
e and institutional partnerships.

This decoupling of sustainability from protocol-level monetization is critical for ethical
deployment and public-sector adoption.

SAHEL Is a Reference Architecture and an Operating Entity
SAHEL is positioned simultaneously as:
e atechnical reference architecture for SSI deployment,
e a governance-first SSI operator,
e aconsulting and delivery partner,

e and an educational authority on digital trust.
Technical Whitepaper and Reference Architecture 8
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Crucially, SAHEL does not only describe an architecture — it operates it, providing real-
world validation of the concepts presented in this document.

What This Whitepaper Enables

For decision-makers, this whitepaper provides:

a clear model for deploying SSI responsibly,
a framework for evaluating governance and trust,
a blueprint for avoiding common SSI pitfalls,

and a basis for institutional or public-sector pilots.

For technical teams, it provides:

explicit architectural assumptions,
lifecycle clarity,
security and threat modeling,

and verifiable enforcement of core principles.

Recommended Use of This Document

This whitepaper may be used as:

a technical reference for SSI architecture design,
a foundation for institutional or public-sector pilots,

a basis for governance and policy discussions,

or a framework for education and capacity building.
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Problem Definition and Context

Most contemporary digital identity systems rely on centralized registries, proprietary
platforms, or federated identity providers. These models concentrate power, create
systemic privacy risks, and make cross-border or cross-sector interoperability difficult.

Key issues include:

Persistent identifiers controlled by platforms
Centralized storage of personal data

Limited transparency into trust decisions

e Vendor lock-in and institutional dependency

While the principles of Self-Sovereign Identity are well established at a conceptual level,
deploying SSI in real institutional, public-sector, and cross-border environments reveals a
set of structural challenges that are often underestimated. These challenges are not
primarily technical; they relate to governance, trust, accountability, and long-term
operation.

The SAHEL SSI architecture is explicitly designed to address these constraints in a practical
and auditable manner.

Governance of Schemas, Issuers, and System Evolution

In SSI, trust does not only depend on cryptographic signatures. It also depends on shared
understanding and agreement about:

e What a credential actually means (its schema)

e Whois authorized to issue it

e How changes to schemas and rules are introduced over time

e Without explicit governance:

e Different issuers may use incompatible schemas

e Verifiers may not know which issuers to trust

e Silent changes can undermine trust without detection

e Many SSI pilots assume trust implicitly or rely on informal agreements, which does
not scale beyond small or experimental environments.

Why this matters
In institutional contexts, trust must be:

e Explicit

e Documented

e Auditable

e Stable over time

e Otherwise, verification becomes subjective and legally fragile.
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How SAHEL addresses it
SAHEL introduces a governance and integrity layer that:

e Publicly records approved credential schemas and versions
e Explicitly accredits issuers for specific credential types
e Anchors governance decisions in an immutable, auditable ledger

This transforms trust from an assumption into a verifiable system property.

Revocation Without Surveillance
Credentials must be revocable. People lose qualifications, permissions expire, and errors
occur. However, naive revocation mechanisms often create privacy risks.

Common problems include:

e Per-credential revocation checks that reveal usage patterns
e Centralized revocation databases that track users
e On-chain revocation events that enable correlation

In SSI, revocation must be verifiable without becoming a tracking mechanism.
Why this matters
If revocation mechanisms allow observers to infer:

e When a credential is used

e  Which credential belongs to whom

e How often a user interacts with verifiers
e then SSI fails its privacy promises.

How SAHEL addresses it
SAHEL uses aggregate, status-list—based revocation:

e Revocation information is published off-chain

e Integrity is ensured through cryptographic commitments

e Optional on-chain anchoring enables auditability

e No per-user or per-presentation data is exposed

e This ensures revocation remains transparent without surveillance.

Auditability Without Central Databases
Institutions, regulators, and auditors need to answer questions such as:

e Who was authorized to issue this credential at a given time?

e  Which schema version was valid when it was issued?

e Were revocation rules applied consistently?

e Traditional systems answer these questions by inspecting centralized logs or
databases, which SSI explicitly avoids.

The challenge is to provide auditability without reintroducing central control.

Technical Whitepaper and Reference Architecture 11
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Why this matters
Without auditability:

e Trust frameworks cannot be reviewed retrospectively
e Errors or abuse cannot be detected reliably
e Public-sector adoption becomes unrealistic

How SAHEL addresses it
SAHEL separates:

e |dentity data (always off-chain and private)

e Trust metadata (public, minimal, and auditable)

e Governance decisions, schema approvals, and revocation commitments are:
e Time-stamped

e Immutable

e Publicly verifiable

This enables ex-post audit without accessing user data or centralized identity stores.

Sustainability Without Monetizing Identity
Many SSI projects struggle with sustainability and turn to:

Selling identity data

Charging per-verification fees to users

Introducing speculative token economics

Embedding identity into monetization platforms

These approaches undermine SSI principles and create long-term ethical and regulatory
risks.

Why this matters
Identity is foundational infrastructure. If its sustainability depends on:

e Market speculation
e User data extraction
e Artificial transaction volume

then trust erodes and institutional adoption stalls.
How SAHEL addresses it
SAHEL separates:

¢ Infrastructure governance (supported by the token)
e Economic sustainability (based on real services)

The token supports coordination and governance but:

e Does not monetize identity
e Does not reward usage volume
e Does not create financial incentives tied to user behavior

Technical Whitepaper and Reference Architecture 12



The SAHEL Self-Sovereign Identity Architecture and Governance Token

Sustainability comes from consulting, implementation, and education, not identity
exploitation.

Alignment with Public-Sector and Regulated Environments
Public administrations and regulated sectors require:

Clear accountability

Legal role separation

Audit trails

Vendor neutrality

Long-term stability

Many SSI solutions remain:

Too experimental

Too tightly coupled to specific platforms
Too opaque in governance

Why this matters

Without institutional alignment:

SSI remains confined to pilots

Cross-border deployment becomes impossible
Public trust cannot be established

How SAHEL addresses it

SAHEL’s architecture:

Separates identity from infrastructure ownership
Makes governance explicit and auditable

Avoids mandatory blockchain interaction for users
Uses standards aligned with public-sector initiatives

This makes the system deployable in regulated environments, not just technically
interesting.

Why These Challenges Matter
These challenges explain why many SSI projects remain stuck at pilot stage. The SAHEL
architecture does not claim to eliminate complexity. Instead, it:

Makes complexity explicit

Structures it through governance

Anchors it in auditable mechanisms

SSI fails not when cryptography is weak, but when trust, governance, and
sustainability are implicit.

SAHEL’s contribution is to make them explicit, verifiable, and operational.

Technical Whitepaper and Reference Architecture 13
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Design Objectives and Principles

The SAHEL Self-Sovereign ldentity architecture is intentionally constrained by a set of hard
technical principles. These principles are not policy preferences or governance guidelines;
they are architectural invariants enforced through system design, data flows, and trust
boundaries.

The purpose of these constraints is to ensure that the system remains privacy-preserving,
interoperable, auditable, and sustainable under real-world conditions.

No Personal Data On-Chain

Blockchain systems are immutable, globally replicated, and publicly observable. These
properties are incompatible with the storage of personal data, credential contents, or
identifiers that could be linked to individuals.

Storing personal data on-chain creates irreversible privacy risks and regulatory conflicts,
particularly with data protection frameworks such as GDPR.

What this prevents

e Permanent exposure of personal information

e Inability to honor data subject rights

e Re-identification through future correlation techniques
e Legal and regulatory non-compliance

How this is enforced

e Credentials are issued, stored, and presented entirely off-chain

e The blockchain layer stores only hashes, identifiers, and timestamps

e No subject identifiers or credential identifiers are recorded on-chain

e Revocation mechanisms use aggregate commitments rather than per-credential
entries

This ensures that the blockchain never becomes an identity database, even indirectly.

No Mandatory Blockchain Interaction for Users

Self-Sovereign Identity must remain accessible, inclusive, and portable. Requiring users to
interact directly with a blockchain introduces barriers such as transaction fees, wallet
complexity, network availability, and regulatory uncertainty.

More importantly, user blockchain transactions can create behavioral metadata that
undermines privacy and unlinkability.

What this prevents

e Exclusion of non-technical users
e Creation of observable identity usage patterns
e Dependence on specific blockchains or tokens

Technical Whitepaper and Reference Architecture 14
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e Correlation between identity actions and on-chain activity
How this is enforced

e Holders never sign or submit blockchain transactions

e Credential issuance and presentation occur through SSI protocols only
e Token usage is restricted to governance and infrastructure actors

e Verification does not require blockchain access in real time

As a result, users can benefit from SSI without knowing that a blockchain is involved.

Governance Must Be Explicit and Auditable

In SSI systems, trust depends not only on cryptography but on who is authorized to issue
credentials, define schemas, and update rules. Implicit or informal governance does not
scale beyond small pilots and cannot satisfy institutional or public-sector requirements.

Governance must therefore be treated as a first-class system component.
What this prevents

e Hidden or arbitrary changes to credential semantics

e Unverifiable issuer authority

e Trust decisions based on reputation rather than evidence
e Governance capture or silent rule changes

How this is enforced

e Credential schemas and versions are explicitly approved

e Issuer accreditation is recorded and time-bounded

e Governance decisions are anchored in immutable records
e Historical governance states can be reconstructed for audit

This allows any verifier to independently assess the validity of trust assumptions.

Trust Must Be Verifiable Independently

SSI explicitly rejects reliance on single authorities or platforms. Verifiers must be able to
evaluate trust without delegation, and without relying on proprietary APIs or private
databases.

Trust must be something that can be verified cryptographically and procedurally, not
something that must be assumed.

What this prevents

e Platform dependency

e Implicit trust in infrastructure operators

e Inability to verify past trust states

e Vendor lock-in and ecosystem fragmentation

Technical Whitepaper and Reference Architecture 15
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How this is enforced

All trust-relevant information is publicly accessible
Artifacts are digitally signed and hash-linked

Governance records are immutable and timestamped
Verifiers choose whether and how to apply trust evidence

This preserves verifier autonomy while enabling interoperability.

Sustainability Must Not Depend on Speculation

Identity infrastructure is long-lived and mission-critical. Sustainability models based on
token speculation, transaction volume, or user monetization introduce volatility and
misaligned incentives.

Such models risk prioritizing activity over correctness, growth over trust, and revenue over
privacy.

What this prevents

e Incentivization of unnecessary identity interactions

e Monetization of user behavior or data

e Governance distortion driven by token price dynamics
e Collapse of infrastructure during market downturns

How this is enforced

e The token has no yield, staking, or financial reward mechanisms
e Token supply is capped and not tied to usage

e Economic sustainability is external to the protocol

e Infrastructure operation is funded through real services

Architectural Enforcement of Principles
These principles are not aspirational statements. They are enforced through:

e Strict separation of architectural layers

e Explicit trust boundaries between components
e Minimal and well-defined on-chain data models
e Role-based governance with limited authority

e Optional, non-invasive blockchain anchoring

Any future extension of the SAHEL SSI architecture must preserve these invariants in order
to remain compatible with the system’s trust and privacy guarantees.

Technical Whitepaper and Reference Architecture 16
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System Architecture Overview

The SAHEL Self-Sovereign Identity architecture is intentionally designed as a layered system
with strict separation of responsibilities. Each layer addresses a different aspect of identity,
trust, and governance, and no single layer is capable of controlling the system on its own.

This separation is essential to prevent centralization, protect privacy, and ensure long-term

institutional credibility.

Layered Architecture Overview

The SAHEL SSI system consists of three independent but cryptographically linked layers:

1. Identity and Credential Layer (Off-Chain)
2. Governance and Integrity Layer (Blockchain-Anchored)
3. Public Artifact and Transparency Layer (Off-Chain, Hash-Linked)

Each layer serves a distinct purpose and operates under different trust assumptions.

Identity and Credential Layer (Off-Chain)

This layer is responsible for all identity-sensitive operations. It is where identities exist,
credentials are issued and stored, and verification interactions take place.

Core responsibilities

e Creation and management of decentralized identifiers (DIDs)
e Issuance of Verifiable Credentials by accredited issuers

e Storage of credentials in holder-controlled wallets

e Generation of Verifiable Presentations

e Selective disclosure and privacy-preserving proofs

Key properties

e Fully off-chain

e Under the control of credential holders and issuers

e No dependency on blockchain availability

e No exposure of personal data to infrastructure operators

Explicit non-responsibilities

e No governance decisions

e Noissuer accreditation logic

e No global trust assumptions

¢ No audit logging of user behavior

This ensures that identity remains sovereign, portable, and private.
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Lifecycle Overview: Schemas, Issuers, and Credentials

While the SAHEL SSI architecture is defined through clearly separated layers and roles, its
practical operation is best understood by examining the lifecycle of its core elements. This
section provides an explicit, end-to-end view of how credential schemas, issuers, and
credentials are created, governed, used, and retired over time.

The purpose of this lifecycle view is to demonstrate that the SAHEL SSI system is not static,
but operationally coherent and evolution-ready, while preserving auditability and trust at
every stage.

Credential Schema Lifecycle
Credential schemas define the semantic meaning of credentials. They are therefore treated
as governance-controlled objects with a clear lifecycle.

Schema lifecycle phases:

1. Proposal
A credential schema is proposed by the Protocol Steward or an accredited
governance participant.
The proposal includes:

e semantic definition of claims
e intended use cases

e compatibility considerations
e initial version identifier

2. Review and Governance Approval
The Governance Authority reviews the schema proposal for:

e semantic clarity

e interoperability

e regulatory compatibility

e alignment with existing schemas

Upon approval, the schema:

e isversioned
e isrecorded as approved in the governance registry
e becomes eligible for issuance

3. Publication
The schema document is published off-chain as a signed artifact.
A cryptographic hash of the canonical schema representation is anchored via the
governance layer to ensure integrity and immutability of reference.

4. Active Use

Accredited issuers may issue credentials strictly according to the approved schema
version.
Verifiers can independently verify which schema version was valid at any given time.
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5. Deprecation or Supersession
Schemas may be deprecated or superseded when:

e requirements change
e improved versions are introduced
e regulatory or semantic updates are required

Deprecated schemas remain auditable and verifiable for historical credentials but are no
longer used for new issuance.

Issuer Accreditation Lifecycle
Issuer accreditation defines who is authorized to issue which credentials and under what
conditions.

Issuer lifecycle phases:

1. Application and Due Diligence
An organization applies for issuer accreditation for one or more credential
schemas.
Due diligence is performed off-chain and may include:

e organizational verification
e |egal or institutional validation
e technical capability assessment

2. Governance Accreditation
Upon approval, the issuer:

e s explicitly accredited for specific schema identifiers
e receives a time-bounded authorization
e isrecorded in the governance registry

3. Active Issuance
The issuer may issue credentials within the scope and duration of its accreditation.
Issuance activity itself remains entirely off-chain.

4. Review, Renewal, or Suspension
Issuer accreditation may be:

e periodically reviewed

e renewed

e temporarily suspended

e or fully revoked

e All status changes are recorded as governance events and remain
publicly auditable.

5. Exit or Revocation
If an issuer exits the trust framework or loses authorization:

e no new credentials may be issued
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e previously issued credentials remain verifiable
e revocation of individual credentials follows defined revocation policies

Credential Lifecycle
Credentials represent attestations of fact or status and follow a lifecycle that preserves
holder sovereignty and privacy.

Credential lifecycle phases:

1. Issuance
An accredited issuer issues a Verifiable Credential to a holder using standard SSI
protocols.
The credential:

e references an approved schema
e includes issuer identifiers and signatures
e specifies validity and revocation mechanisms

Storage and Control
The credential is stored in a holder-controlled wallet.
No copy is retained by the governance infrastructure.

2. Presentation and Verification
The holder generates Verifiable Presentations in response to verifier requests.
Verifiers independently validate:

e cryptographic signatures
e schema approval status
e issuer accreditation

e revocation status

3. Expiration or Revocation
Credentials may expire naturally or be revoked.
Revocation is checked via:

e off-chain status mechanisms
e optionally verified against governance-anchored commitments

4. Post-Validity Auditability
Even after expiration or revocation, credentials remain:

e cryptographically verifiable
e semantically interpretable
e auditable with respect to historical governance state
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Lifecycle Auditability and Trust Preservation
A key property of the SAHEL SSI lifecycle is that every stage is auditable without central
databases or identity tracking.

At any point in time, an external auditor or verifier can determine:
e which schema version was valid
e whether the issuer was authorized
e which governance rules applied
e whether revocation mechanisms were correctly defined

This ensures long-term trust even as the system evolves.

Key Management and Cryptographic Assumptions

The security of any Self-Sovereign Identity system ultimately depends on cryptographic key
management. While the SAHEL SSl architecture does not prescribe specificimplementations
or vendors, it defines explicit assumptions, responsibilities, and boundaries regarding how
cryptographic keys are generated, protected, rotated, and revoked.

This section clarifies the key management model assumed by the SAHEL architecture and
the implications for issuers, governance participants, verifiers, and credential holders.

Separation of Cryptographic Responsibilities

A core design principle of the SAHEL SSI architecture is the strict separation of cryptographic
responsibilities across roles.

e Credential holders control keys used for presentation

e Issuers control keys used for credential issuance

e Governance participants control keys used for governance actions
e Infrastructure operators do not control identity or issuance keys

No single actor controls all cryptographic keys relevant to identity, trust, and governance.

Holder Key Management Assumptions
Credential holders are responsible for keys used to:
e control their DIDs
e sign Verifiable Presentations
Assumptions
e Keys are generated and stored locally in holder-controlled wallets
e SAHEL does not generate, store, or recover holder keys
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e Wallets may be software-based or hardware-backed
Implications

e Loss or compromise of holder keys is outside the control of the governance
infrastructure

e Key recovery mechanisms, if any, are wallet-specific and not dictated by SAHEL
e Holder key compromise does not affect governance or issuer systems

This preserves holder sovereignty while clearly delimiting responsibility.

Issuer Key Management Assumptions
Issuers control cryptographic keys used to:

e sign Verifiable Credentials

e manage revocation mechanisms
Assumptions

e Issuer signing keys are treated as critical infrastructure assets

e Issuers are responsible for secure key storage and access control

e Key rotation and revocation are supported via DID document updates
Minimum expectations

e Separation between operational and governance keys

e Documented key management procedures

e Ability to revoke or rotate keys without invalidating governance history
Implications

e Issuer key compromise can be mitigated through revocation and governance action

e Previously issued credentials remain auditable with respect to historical trust state

Governance Key Management Assumptions
Governance participants control keys used to:
e approve schemas
e accredit issuers
e update governance configuration
Assumptions
e Governance keys are distinct from issuer and holder keys
e Governance actions are authenticated and attributable

e Governance keys are protected via organizational security controls
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Recommended practices (non-mandatory)
e Multisignature authorization
e Role-based access separation
e Formal key rotation procedures
Implications
e Governance compromise does not expose identity data

e Governance actions remain auditable even after key rotation

Cryptographic Algorithms and Standards Alignment

The SAHEL architecture does not mandate specific cryptographic algorithms but assumes
alignment with:

e W3C DID specifications

e W3C Verifiable Credentials standards

e Widely accepted cryptographic primitives
Algorithm agility is considered a requirement to:

e support future cryptographic transitions

e address deprecations or vulnerabilities

e remain compatible with evolving standards

Key Rotation, Revocation, and Incident Handling
Key lifecycle events are handled as follows:

e Rotation
Supported via DID document updates and governance records where applicable.

e Revocation
Compromised issuer keys may trigger:

e credential revocation
e issuer suspension
e governance intervention

¢ Incident handling
Security incidents affecting keys are treated as governance-relevant events and
may require:

e emergency action
e post-incident review
e public disclosure as appropriate

These processes emphasize containment and auditability, not concealment.
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Explicit Non-Assumptions
The SAHEL SSI architecture explicitly does not assume:
e Centralized key escrow
e Custodial key management by SAHEL
e Universal key recovery mechanisms
e Blockchain-based key custody for users

These exclusions are deliberate and aligned with SSI principles.

DID Resolution and Service Endpoint Assumptions

Decentralized Identifiers (DIDs) are the primary mechanism by which cryptographic keys,
service endpoints, and verification material are discovered in Self-Sovereign ldentity
systems. While the SAHEL SSI architecture does not mandate a specific DID method or
resolver implementation, it defines explicit assumptions and boundaries regarding DID
resolution and service endpoint usage.

This section clarifies how DID resolution is expected to function within the SAHEL
architecture and how it interacts with governance, verification, and interoperability
requirements.

DID Resolution as an External, Verifiable Process

In the SAHEL architecture, DID resolution is treated as an external discovery process, not as
a function controlled by governance or infrastructure operators.

Key properties:
e DID resolution occurs off-chain
e Resolution is performed by verifiers or wallets
e Governance does not resolve DIDs on behalf of participants

This preserves verifier autonomy and avoids introducing hidden trust dependencies.

Supported DID Method Assumptions

While the architecture remains DID-method agnostic, it assumes compatibility with
commonly deployed methods, including:

o did:web for institutions, public bodies, and regulated entities
o did:key for holders and lightweight identities
These methods are preferred because they:
e are widely supported by SSI tooling
e do not require blockchain interaction for users
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e support key rotation via document updates

Other DID methods may be used, provided they satisfy the same trust and interoperability
assumptions.

DID Document Content Expectations
DID documents are expected to contain, at minimum:
e Public keys or verification methods
e Cryptographic proof material
e Optional service endpoints
DID documents MUST NOT contain:
e personal data
e credential content
e governance metadata
This ensures that DID resolution does not become a vector for identity leakage.
Key Rotation and DID Document Updates
Key rotation is handled through standard DID document updates.
Assumptions include:

e Issuers and governance participants publish updated DID documents when keys
change

e Verifiers resolve the DID document as part of validation
e Historical signatures remain verifiable using previously valid keys

Governance may record key-related events (e.g. issuer key compromise) without
embedding keys or identifiers on-chain.

Service Endpoints and Protocol Discovery
DID service endpoints may be used to:
e discover issuer services

initiate issuance flows

locate revocation artifacts

support protocol interactions
Service endpoints are:

e optional

e non-authoritative

e subject to verifier and wallet policy

The SAHEL architecture does not assume permanent availability of service endpoints and
does not treat them as trust anchors.
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Resolver Diversity and Redundancy
The architecture assumes that:
e multiple DID resolvers may exist
e resolvers may be operated by different parties
e resolution failures are possible
Verifiers are expected to:
e select appropriate resolvers
e handle resolution failures gracefully
e avoid reliance on a single resolver operator
This supports resilience and avoids centralization.
Explicit Non-Assumptions
The SAHEL SSI architecture explicitly does not assume:
e asingle global DID resolver
e blockchain-based DID resolution for users
e governance-controlled resolution services
e mandatory service endpoint usage

These exclusions are deliberate and align with SSI principles.

Wallet Assumptions and Wallet-Agnostic Design

The SAHEL SSI architecture intentionally adopts a wallet-agnostic design. Wallets are
treated as independent user agents, not as components controlled, provided, or operated
by SAHEL.

This section clarifies the role of wallets within the architecture, the assumptions made about
their capabilities, and the explicit boundaries between wallets and the governance
infrastructure.

Wallets as Independent SSI Agents

In the SAHEL architecture, wallets act as self-sovereign agents on behalf of credential
holders.

Their core responsibilities include:
e Managing holder-controlled cryptographic keys
e Storing Verifiable Credentials
e Generating Verifiable Presentations
e Enforcing holder consent and selective disclosure

Wallets operate entirely outside the governance and integrity layer.
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Wallet-Agnostic Principle

SAHEL does not mandate, provide, or endorse a specific wallet implementation.

This means that:

Multiple wallet implementations may coexist
Wallet choice remains with holders or deploying organizations
Wallets may be open-source, commercial, custodial, or non-custodial

Wallets may be mobile, desktop, hardware-backed, or embedded

The architecture is designed so that no trust dependency on a specific wallet provider

exists.

Minimal Functional Assumptions

While wallet implementations vary, the SAHEL architecture assumes a minimal set of
capabilities for interoperability:

Support for W3C DIDs

Support for W3C Verifiable Credentials

Ability to participate in standard issuance flows
Ability to generate Verifiable Presentations

Ability to enforce user consent

No assumptions are made regarding:

user interface design
recovery mechanisms
storage backends

vendor-specific features

This keeps the architecture flexible and future-proof.

Separation Between Wallets and Governance

A strict boundary is enforced between wallets and governance mechanisms.

Governance does not:

Register wallets

Whitelist wallet providers
Track wallet usage
Access wallet data

Enforce wallet updates
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Wallets do not:

e Participate in governance

e Hold governance tokens by default

e Interact with the blockchain

e Observe governance decisions unless explicitly queried
This separation prevents:

¢ wallet-level lock-in

e surveillance via infrastructure

e implicit trust in wallet vendors

Optional Wallet Provisioning by Deployments

While SAHEL does not provide or control wallets, specific deployments or projects may:
e Recommend compatible wallets
e Offer managed wallet solutions
e Integrate wallets into existing applications

Such choices are deployment-specific and do not alter the core SAHEL SSI architecture.

This distinction is essential to preserve architectural neutrality.

Wallet Security and Responsibility Boundaries

Security responsibilities are clearly delimited:
e Wallet security is the responsibility of the wallet provider and holder
e Governance infrastructure does not mitigate wallet compromise

e Wallet compromise does not grant access to governance or issuer systems

This avoids unrealistic security assumptions and reinforces clear accountability.
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Verifier Validation Checklist and Trust Evaluation

Verification in Self-Sovereign ldentity systems is a local and contextual decision made by
each relying party. The SAHEL SSI architecture does not enforce verification outcomes;
instead, it provides verifiable evidence that allows verifiers to make informed trust
decisions.

This section defines a reference validation checklist that illustrates how a verifier can
evaluate a Verifiable Presentation issued under the SAHEL SSI framework. The checklist is
descriptive rather than prescriptive and is intended to support interoperability, auditability,
and institutional deployment.

Cryptographic Validation (Mandatory)

The verifier MUST perform standard cryptographic checks:
e Resolve the issuer’s DID document
e Validate the cryptographic signature on the Verifiable Credential
e Validate the cryptographic proof on the Verifiable Presentation
e Confirm credential validity dates (issuance and expiration)

Failure at this stage invalidates the credential regardless of governance status.

Schema Validation (Mandatory)
The verifier MUST verify that:
e The credential references a recognized schema identifier
e The referenced schema version was approved and active at the time of issuance
e The schema has not been revoked or invalidated
Schema approval status can be determined by:
e resolving the schema artifact off-chain
e verifying its cryptographic hash
e optionally confirming its status via governance-anchored records

This ensures semantic correctness and prevents silent schema drift.

Issuer Accreditation Validation (Mandatory)
The verifier MUST confirm that:
e The issuer was explicitly accredited for the referenced schema
e Theissuer’s accreditation was valid at the time of issuance
e The issuer has not been retroactively disqualified for that credential scope

Issuer accreditation status is determined via:
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e governance records
e accreditation artifacts
e applicable validity periods

This step establishes institutional trust without relying on implicit reputation.

Revocation Status Check (Mandatory)
The verifier MUST check whether the credential:
e Has expired
e Has been revoked
Revocation status is determined via:
e off-chain revocation mechanisms (e.g., status list artifacts)
e optional verification of integrity via governance-anchored commitments

No direct on-chain interaction is required for revocation checking.

Governance Context Evaluation (Recommended)

The verifier SHOULD evaluate the governance context in which the credential was issued,
including:

e Which governance rules applied at issuance time
e Whether the credential was issued before or after significant governance changes
e Whether the credential relies on deprecated but still valid schemas

This enables risk-aware verification in regulated or high-assurance contexts.

Purpose Limitation and Contextual Policy (Verifier-Defined)
The verifier MUST apply its own local policy, which may include:
e Purpose limitation checks
e Jurisdictional or regulatory constraints
e Risk-based acceptance thresholds
e Additional evidence requirements

These policies are outside the scope of the SAHEL governance framework and remain the
responsibility of the verifier.
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Optional Assurance Enhancements
Depending on the use case, a verifier MAY additionally:
e Require proof of holder control (e.g., fresh challenge)
e Require higher assurance credential profiles
e Require cross-checking against multiple trust frameworks

Such enhancements do not affect the validity of the core SAHEL SSI architecture.

Minimum vs. High-Assurance Verification Profiles

To support different deployment contexts, the SAHEL SSI architecture distinguishes
between conceptual verification profiles:

Minimum Viable Verification
e Cryptographic validation
e Schema approval check
e Issuer accreditation check
e Revocation check

Suitable for low-risk or exploratory deployments.

High-Assurance Verification
e Full cryptographic validation
e Governance context evaluation
e Strict schema and issuer scope enforcement
e Enhanced revocation integrity checks
e Formal audit logging (verifier-side)

Suitable for public-sector, regulated, or cross-border use cases.

Verifier Autonomy and Responsibility
A fundamental principle of the SAHEL architecture is that verification is never delegated.
e Governance provides evidence, not enforcement
e \Verifiers decide acceptance or rejection
e Verification outcomes are local and contextual
e No central authority overrides verifier decisions

This preserves the core SSI principle of decentralized trust evaluation.
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Governance and Integrity Layer (Blockchain-Anchored)
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This layer provides public, immutable, and auditable trust signals about the SSI system
itself. It governs rules, not identities.

Core responsibilities

e Approval and versioning of credential schemas

e Accreditation and revocation of issuers

e Anchoring of revocation registry commitments

e Recording of governance and configuration decisions

Key properties

e Stores only hashes, identifiers, timestamps, and status flags
e Publicly verifiable and immutable

e Independent of credential issuance and verification flows

e Non-invasive to end users

Explicit non-responsibilities

e No storage of credentials or identifiers
e No visibility into credential usage

e No authority over verifiers’ decisions

e No enforcement of identity behavior

The blockchain is used strictly as an integrity and audit layer, not as an identity platform.

On-Chain Immutability, Upgradability, and Error Handling

The SAHEL SSI architecture relies on blockchain anchoring to provide immutability,
auditability, and public verifiability of governance decisions. At the same time, real-world
governance systems must be able to evolve, correct errors, and respond to exceptional
situations.
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This section explains how the SAHEL architecture reconciles immutability with controlled
upgradability, and how errors or misconfigurations are handled without undermining trust.

Immutability as an Audit Property, Not a Control Mechanism

In the SAHEL architecture, immutability serves a specific purpose: to ensure that past
governance decisions cannot be silently altered or erased.

Immutability is applied to:

e schema approval records

e issuer accreditation status changes

e revocation registry commitments

e governance configuration snapshots
Immutability is not used to:

e enforce behavior

e prevent future changes

o freeze system evolution

This distinction is critical: immutability protects history, not policy.

Append-Only Governance Model
All governance-relevant on-chain records follow an append-only model.
This means that:
e existing records are never modified or deleted
e new records supersede or contextualize previous ones
e current state is derived from the latest valid record
For example:
e aschemais not “changed”, but replaced by a new version
e anissuer is not “edited”, but re-accredited or suspended via a new record

This preserves a complete, verifiable governance history.

Supersession and Versioning Instead of Mutation

When changes are required, the SAHEL governance layer uses explicit supersession rather
than mutation.

Typical patterns include:

e Schema supersession: a new schema version references the previous version
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o Issuer status updates: suspension or revocation is recorded as a new event

e Configuration updates: new governance configurations are activated with clear
effective timestamps

Verifiers and auditors can therefore reconstruct:
e which rules applied
e at which pointin time
¢ to which credentials

This ensures continuity without ambiguity.

Handling Errors and Misconfigurations
Governance errors and misconfigurations are treated as exceptional but expected events.
Examples include:
e accidental schema approval
e incorrect issuer accreditation scope
e configuration errors affecting revocation references
In such cases:
e the original on-chain record remains immutable
e acorrective governance action is issued explicitly
e the corrective action is clearly documented and time-stamped

This approach avoids “rewriting history” while still allowing the system to recover.

Emergency Corrections and Exceptional Actions
Certain situations may require rapid corrective action, such as:
e critical security vulnerabilities
e compromised issuer infrastructure
e legal or regulatory intervention
The SAHEL architecture allows for:
e predefined emergency governance actions
e limited-scope, time-bound corrective measures
e mandatory post-event review and ratification
Emergency actions are always:
e explicitly labeled

e publicly auditable
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e subject to later governance confirmation

This balances responsiveness with accountability.

Interpretation of On-Chain State by Verifiers
Importantly, verifiers are not required to interpret raw on-chain data directly.
Instead:

e governance records provide authoritative context

o off-chain artifacts explain semantic meaning

e verifiers apply their own trust logic

The blockchain does not impose interpretation; it provides evidence.

Immutability Does Not Eliminate Human Responsibility
Immutability does not remove the need for:

e careful governance procedures

e peerreview

e documentation

e accountability

Rather, it ensures that human decisions leave a permanent, inspectable trace.

Public Artifact and Transparency Layer (Off-Chain, Hash-Linked)

This layer provides access to human-readable and machine-readable artifacts that define
how the SSI system operates, without embedding them directly on-chain.

Typical artifacts

e Credential schema documents

e Governance charters and policies

e Issuer accreditation statements

e Revocation status lists

e Audit and compliance documentation

Key properties

e Publicly accessible

e Digitally signed by responsible parties

e Cryptographically linked to on-chain records via hashes
e Replicable and mirrorable across infrastructures
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Explicit non-responsibilities

¢ No authority to define trust on its own
e No guarantee of integrity without hash verification
e No storage of personal data

This layer ensures transparency and explainability without increasing on-chain complexity.

Why No Layer Alone Is Sufficient

A core security and governance property of the SAHEL architecture is that no single layer
can control identity, trust, and verification simultaneously.

e The Identity Layer controls credentials but has no authority over trust rules
e The Governance Layer defines trust rules but cannot see or control identity data
e The Artifact Layer provides transparency but cannot enforce correctness

Control emerges only from the combination of layers, each constrained by the others.
This prevents:

e Platform capture

e Governance overreach

e Surveillance via infrastructure

e Hidden changes to trust semantics

Trust Boundaries

The layered architecture is reinforced by explicit trust boundaries, which are enforced
through technical design and data flow constraints.

Trust Boundary 1 — Identity Isolation

Identity data never crosses into governance infrastructure.

Implications

e No personal data on-chain
¢ No credential identifiers recorded in registries
e No user behavior observable by governance actors

This ensures privacy and regulatory compatibility.

Trust Boundary 2 — Governance Blindness to Usage

Governance mechanisms cannot inspect credentials or presentations.
Implications

e Governance cannot see who uses credentials
e Governance cannot track verification events
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e Governance cannot selectively target holders
Governance defines rules, not behavior.
Trust Boundary 3 — Verifier Autonomy
Verifiers remain autonomous decision-makers.
Implications

e Verifiers choose which schemas, issuers, and policies to trust
e Verification outcomes are local and contextual
¢ No central authority enforces acceptance or rejection

This preserves SSI’s core principle: verification without delegation.

Prevention of Systemic Capture

By combining layered architecture with strict trust boundaries, the SAHEL SSI system
prevents systemic capture by:

e Infrastructure operators
e Governance participants
e Token holders

e Issuers or verifiers

Even coordinated actors cannot gain total visibility or control. In this architecture, power is
intentionally fragmented.

Canonicalization and Hashing Profile

The integrity and auditability of the SAHEL SSI architecture depend on the ability of
independent parties to reproduce identical cryptographic hashes for the same governance
and trust artifacts. This requires a clear and deterministic approach to canonicalization and
hashing.

This section defines the canonicalization and hashing assumptions used by the SAHEL
architecture. The goal is not to mandate a specific tooling implementation, but to ensure
deterministic, reproducible, and auditable hash generation across ecosystems and over
time.

Scope of Canonicalized Artifacts
Canonicalization and hashing apply to public, trust-relevant artifacts, including:

Credential schema documents

e Governance charters and policy documents

e Issuer accreditation statements

e Revocation status artifacts (e.g. status list credentials)
e Governance configuration snapshots

Personal data, credentials, and presentations are explicitly excluded from canonicalization
and on-chain hashing.
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Canonicalization Objectives
Canonicalization MUST ensure that:
e Semantically identical artifacts produce identical hashes
e Formatting differences do not affect hash outcomes
e Hashes are reproducible across implementations
e Long-term auditability is preserved

Canonicalization is therefore treated as a deterministic normalization step, not as a
semantic transformation.

Canonicalization Rules (Conceptual Profile)

For structured artifacts (e.g. JSON-based documents), canonicalization is assumed to
include:

e Stable ordering of object keys

e Deterministic representation of arrays

e Normalized whitespace handling

e Consistent character encoding (UTF-8)

e Explicit handling of numeric representations
For non-structured or textual artifacts:

e Line ending normalization

e Whitespace normalization rules

e Explicit encoding declaration
The exact canonicalization algorithm may evolve over time, but MUST be:

e documented

e versioned

e publicly reproducible

Hashing Algorithm Assumptions

The SAHEL architecture assumes the use of widely accepted cryptographic hash functions
that provide:

e collision resistance
e preimage resistance
e long-term security properties

At the time of writing, this includes algorithms such as SHA-256 or equivalent.
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Algorithm agility is a requirement:
e hash algorithms may be deprecated over time
e future governance decisions may introduce new profiles

e previous hashes remain auditable within their historical context

Versioning of Canonicalization Profiles
Canonicalization and hashing rules are themselves governed artifacts.
This means that:

e acanonicalization profile has a version identifier

e governance records specify which profile applies

e hash verification always references the profile version

This prevents “hash drift” and ensures that historical verification remains possible even as
profiles evolve.

Relationship Between Artifacts and On-Chain Anchors
For each canonicalized artifact:
1. The artifact is canonicalized according to the active profile
2. Acryptographic hash is computed
3. The hash is anchored via the governance and integrity layer
4. The artifact is published off-chain and digitally signed
Any verifier or auditor can:
e retrieve the artifact
e re-canonicalize it
e recompute the hash
e compare it with the anchored value

This process requires no trust in SAHEL as an operator.

Error Handling and Mismatch Resolution
If a hash mismatch occurs:

e the artifact MUST be treated as invalid

e governance records MUST be consulted to identify the applicable profile

e discrepancies MUST be resolved through documented governance processes
Silent correction or substitution of artifacts is explicitly disallowed.
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Governance Model

The SAHEL Self-Sovereign Identity architecture adopts a governance-first model in which
authority, responsibility, and visibility are explicitly separated. Governance is treated as an
operational system component, not as an informal coordination layer or a purely social
process.

The purpose of governance in SAHEL is to define and maintain the rules of trust, not to
control identities, users, or verification outcomes.

Governance Roles and Responsibilities

The governance model defines a set of clearly scoped roles, each with strictly limited
authority. No role is able to unilaterally control identity data, trust rules, and verification
processes simultaneously.

Protocol Steward

The Protocol Steward is responsible for the initial stewardship and coordination of the SSI
architecture. In the early stages of the system, this role is typically fulfilled by SAHEL.

Core responsibilities

e Maintain the reference SSI architecture

e Coordinate governance processes and documentation

e Propose schema evolution and protocol updates

e Ensure alignment with standards and regulatory requirements
e Facilitate onboarding of governance participants

Explicit limitations

e Cannot issue credentials unless separately accredited as an issuer

e Cannot access wallets or identity data

e Cannot override governance decisions unilaterally once governance is established
e Cannot dictate verifier trust decisions

The Protocol Steward role is stewardship-based, not ownership-based, and is designed to
evolve toward shared governance over time.

Governance Authority

The Governance Authority is a multi-actor decision-making body responsible for approving
changes to the trust framework.

Typical composition

e SAHEL representatives
e Accredited partners
¢ Independent experts or institutional stakeholders (where applicable)
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Core responsibilities

e Approve and version credential schemas

e Accredit and de-accredit credential issuers

e Approve updates to protocol and governance rules
e Define revocation policies and lifecycle constraints
e Maintain governance configuration records

Key properties

e Decisions are recorded and time-stamped

e Governance actions are publicly auditable

e Authority is constrained to predefined decision scopes

e Governance keys are typically protected via multisignature controls

The Governance Authority governs what is trusted, not who is identified.

Accredited Issuers

Accredited Issuers are organizations authorized to issue specific types of Verifiable
Credentials under the SAHEL trust framework.

Core responsibilities

e Issue credentials strictly according to approved schemas

e Maintain issuer infrastructure and signing keys securely

e Operate revocation mechanisms responsibly

e Comply with governance policies and accreditation conditions
e Participate in audits or reviews when required

Explicit limitations

e Cannot approve their own schemas

e Cannot accredit other issuers

e Cannot modify governance rules

e Cannot access credentials issued by other issuers

Issuer authority is scoped, time-bounded, and revocable.

Verifiers
Verifiers (also referred to as relying parties) are entities that request and evaluate Verifiable
Presentations.

Core responsibilities

e Define verification purposes and reliance criteria

e Validate cryptographic proofs and signatures

e Check issuer accreditation and schema approval

e Assess revocation status and governance evidence
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Key property
Verifiers are autonomous decision-makers.
Explicit limitations

e Cannot issue credentials

e Cannot influence governance decisions

e Cannot access issuer or holder wallets

e Cannot force acceptance or rejection by other verifiers

Governance provides evidence, not enforcement.

Credential Holders
Credential Holders are individuals or organizations that receive, store, and present
Verifiable Credentials.

Core responsibilities

e Safeguard wallets and private keys
e Decide when and where to present credentials
e Manage credential lifecycle locally (storage, backup, migration)

e Full control over credential usage

e No obligation to participate in governance
e No mandatory blockchain interaction

e No requirement to hold or use tokens

Holders remain fully sovereign and are deliberately excluded from governance obligations.

Auditors (Optional Role)
Auditors are independent entities that review the operation of the SSI trust framework.

Core responsibilities

e Review governance records and procedures

e Validate alignment between policy and implementation
e Assess issuer compliance and revocation practices

e Produce independent assurance reports

Key property
Auditors have visibility without control.

This role strengthens institutional and public trust without introducing additional authority.
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Governance Decision Scope
Governance authority in the SAHEL architecture is strictly scoped. This is critical to prevent
governance overreach and systemic capture.

What Governance Can Do
Governance is authorized to:

e Approve credential schemas
Define and version the semantic structure of credentials.

e Accredit issuers
Explicitly authorize which entities may issue which credential types, and under
what conditions.

e Update protocol and governance rules
Manage controlled evolution of the trust framework, including revocation policies
and operational parameters.

These actions affect trust rules, not identity data.
What Governance Cannot Do
Governance is explicitly prohibited from:

e Issuing credentials
Credential issuance is strictly the responsibility of accredited issuers.
e Accessing wallets or identity data
Governance has no visibility into holders, credentials, or keys.
e Inspecting presentations or verification events
Governance cannot observe when, how, or by whom credentials are used.

These prohibitions are enforced through architecture, not policy.

Governance Change Management and Conflict Handling

Governance in real-world SSI systems cannot be treated as a static or purely technical
mechanism. Credential ecosystems evolve over time, requirements change, and
disagreements between stakeholders are inevitable. The SAHEL SSI architecture explicitly
acknowledges this reality and incorporates structured change management and conflict-
handling mechanisms.

This section describes how governance changes are managed, how disagreements are
handled, and how stability is preserved without introducing central control or informal
authority.

Governance as a Deliberative Process
Governance decisions in the SAHEL architecture are deliberative rather than automatic.
This means that:

e Not all decisions can or should be resolved algorithmically

e Human judgment, documentation, and accountability are essential

Technical Whitepaper and Reference Architecture 43



The SAHEL Self-Sovereign Identity Architecture and Governance Token

e Governance prioritizes correctness and legitimacy over speed

This approach is particularly important in institutional and public-sector contexts, where
trust frameworks must be explainable and defensible over time.

Change Management Principles
All governance changes follow a common set of principles:
e Explicit proposal: changes must be proposed and documented
e Defined scope: the impact of the change must be clearly stated
¢ Non-retroactivity by default: existing credentials are not silently invalidated
e Auditability: all changes are recorded and time-stamped

e Graceful transitions: where possible, transitions include overlap or migration
periods

These principles apply to schema evolution, issuer accreditation changes, and protocol
updates.

Schema Evolution and Compatibility Handling
Credential schemas may evolve due to:

e regulatory changes

e improved semantic clarity

e interoperability requirements

e operational feedback
When schemas change:

e new versions are approved explicitly

e older versions remain valid for verification

e issuers may be required to migrate over time

e verifiers can determine which version applied at issuance
Schema evolution therefore adds capability without breaking historical trust.
Issuer Disputes and Accreditation Conflicts

Disagreements may arise regarding issuer behavior, compliance, or continued
authorization.

The SAHEL governance model supports graduated responses, including:

e Review and clarification
Informal resolution based on documented evidence.
e Temporary suspension
Issuance of new credentials may be paused while investigations occur.
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e Scoped restriction
An issuer may lose authorization for specific schemas without full de-
accreditation.

e Full revocation
Used only in cases of serious or persistent violations.

In all cases:
e decisions are documented
o affected parties are identifiable
e governance actions are publicly auditable

Previously issued credentials remain verifiable, subject to revocation policies.

Governance Disagreement and Lack of Consensus
In multi-stakeholder governance, consensus may not always be achievable.
The SAHEL architecture explicitly allows for:

e documented dissent

o deferred decisions

e coexistence of multiple schema versions

e controlled divergence within the same trust framework

Rather than forcing premature agreement, governance prioritizes stability and
transparency.

This prevents governance deadlock from becoming system failure.

Emergency and Exceptional Governance Actions
Certain situations may require expedited governance action, such as:
e critical security vulnerabilities
e systemic issuer compromise
e legal or regulatory intervention
In such cases:
e emergency actions may be taken under predefined authority
e actions are explicitly marked as exceptional
e post-event review is mandatory
e long-term governance must ratify or adjust the outcome

This balances responsiveness with accountability.
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Governance History and Reconstructability

A fundamental requirement of SAHEL governance is that past trust states remain
reconstructable.

At any point, it must be possible to determine:

e which rules applied

e which issuers were authorized

¢ which schemas were valid

e which governance decisions were in force
This property is essential for:

e audits

e legal review

e dispute resolution

e institutional trust

Why Strict Governance Limits Matter

Without strict limits, governance mechanisms risk becoming:

e De facto identity providers

e Surveillance infrastructure

e Central points of failure

e Sources of political or economic pressure

By constraining governance authority, the SAHEL architecture ensures that:

e Trust rules are transparent and auditable

e |dentity remains private and sovereign

e \Verification remains contextual and decentralized
e Power is fragmented rather than concentrated

Governance defines the rules of the system, but never the behavior of its users.

This governance structure is essential for deploying SSI beyond experimental pilots and into
institutional, public-sector, and international environments.
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The SAHEL Token

The SAHEL token is designed as a governance and coordination instrument within the
SAHEL Self-Sovereign Identity architecture. It is not a financial asset, not a medium of
exchange for identity services, and not a mechanism for value extraction from users or
credentials.

Its role is deliberately limited and tightly constrained to support trust governance,
operational accountability, and long-term sustainability of the SSI infrastructure.

Governance and Coordination, Not Monetization

In the SAHEL architecture, governance is treated as a first-class system component. The
token exists to support this governance layer by enabling verifiable participation, controlled
coordination, and accountability among professional actors.

The token does not derive its purpose from:

e credential issuance volume,
o verification frequency,

e user adoption metrics,

e or market demand.

Instead, its value is purely functional and structural within the governance system.

Gating Governance Participation

The token is used to gate participation in technical and operational governance processes.
This ensures that governance actions are performed only by entities that have been formally
onboarded into the trust framework.

What this enables

e Controlled access to governance mechanisms
e Prevention of unauthorized or anonymous governance actions
e Clear attribution of responsibility for decisions

What this avoids

e Open, permissionless governance that is unsuitable for institutional contexts
e Governance capture by anonymous or unaccountable actors
e Reliance on informal or off-chain authority

Token-based gating is combined with role-based accreditation, meaning that token holding
alone is never sufficient to exercise governance authority.

Supporting Operational Discipline

The token introduces light, non-extractive operational friction at the infrastructure level.
This is not intended to generate revenue, but to encourage responsible behaviour and
discourage misuse.

Technical Whitepaper and Reference Architecture 47



The SAHEL Self-Sovereign Identity Architecture and Governance Token

Typical applications

e Rate-limiting governance actions
e Preventing spam or abusive registry updates
e Ensuring that governance actions are intentional and accountable

Key property

This discipline applies only to governance participants and operators, never to credential
holders or end users.

Operational discipline ensures that governance infrastructure remains stable, predictable,

and auditable over time.

Signaling Accredited Participation

Token holding functions as a cryptographically verifiable signal that an organization or
actor:

e Has been accredited under the SAHEL SSI governance framework
e Accepts the governance rules and architectural constraints
e Participates in maintaining shared trust infrastructure

Why this matters

In many SSI ecosystems, participation is signaled informally through documentation or
reputation. The SAHEL token replaces informal signaling with verifiable, on-chain
participation evidence, without tying this signal to financial incentives.

This supports transparency without speculation.
Sustaining Shared Infrastructure

The token supports the coordination and sustainability of shared SSI infrastructure,
particularly in multi-stakeholder environments.

What this means

e Coordinating governance actions over time
e Managing shared operational responsibilities
e Supporting long-term infrastructure maintenance

Importantly, the token does not replace real economic activity. Sustainability is achieved
through consulting, implementation, education, and partnerships, while the token ensures
that governance coordination remains stable and accountable.

Token Constraints

The SAHEL token is defined as much by its constraints as by its purpose. These constraints
are architectural guarantees, enforced by design rather than policy.

Fixed Maximum Supply

e Maximum total supply: 1,000,000,000 tokens
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A fixed supply avoids:

e inflationary dynamics driven by usage or growth,
e pressure to increase activity artificially,
e long-term governance distortion caused by supply expansion.

The token supply is decoupled from identity activity and user behavior.
No Inflation Tied to Usage

e Token issuance is not linked to credential issuance, verification events, or network
usage.

Linking token supply to usage creates incentives to:

e maximize transaction volume rather than correctness,
e encourage unnecessary identity interactions,
e prioritize growth metrics over trust and privacy.

By removing usage-based issuance, the SAHEL token avoids these distortions entirely.
No Yield, Staking, or Financial Rewards

e The token provides no yield, staking rewards, dividends, or financial returns.

Financial incentives introduce speculative behavior and shift governance priorities toward
market performance rather than infrastructure quality.

Excluding yield mechanisms ensures that:

e governance participation is responsibility-driven,
e decision-making is not influenced by token price dynamics,
e regulatory and institutional ambiguity is reduced.

No End-User Requirement

e Endusersand credential holders are never required to hold, acquire, or interact with
the token.

Requiring token interaction would:

e exclude non-technical users,
e introduce financial and regulatory friction,
e create observable identity-related blockchain activity.

By excluding users from token mechanics, the architecture preserves user sovereignty,
privacy, and accessibility.

Architectural Guarantees
These constraints are enforced through:

e separation of identity and governance layers,
e restricted token usage to governance roles,
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e absence of token hooks in issuance and verification flows,
e explicit exclusion of user wallets from token requirements.

Any future evolution of the SAHEL architecture must preserve these guarantees in order to
remain compatible with its trust, privacy, and institutional alignment goals.
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Tokenomics and Sustainability Appendix

This appendix provides a detailed explanation of the token allocation philosophy, the non-
speculative sustainability model, and the security and threat assumptions underpinning
the SAHEL Self-Sovereign Identity architecture. These elements are intentionally
documented separately from the core architecture to clarify that they support, but do not
define, the SSI system itself.

A. 1. Tokenomics and Distribution Philosophy

A.1.1 Design Intent

The SAHEL token is not designed as an economic instrument in the traditional sense. Its
tokenomics are intentionally minimal, conservative, and governance-oriented, reflecting
the role of the token as an infrastructure coordination mechanism rather than a market-
driven asset.

Token distribution is governed by function, responsibility, and accountability, not by capital
contribution or speculative demand.

A.1.2 Distribution Principles
Token allocation follows three foundational principles:

1. No distribution based on identity usage or user activity
2. No financial incentives for participation
3. No automatic or algorithmic issuance mechanisms

This ensures that the token does not distort governance decisions or SSI adoption patterns.
A.1.3 Distribution Channels

Tokens may be allocated through the following mechanisms:

Governance Decisions

Tokens are allocated or reassigned through explicit governance decisions, recorded and
auditable. This includes:

e Initial allocation to governance participants
e Reallocation due to role changes
e Revocation in case of governance exit or breach

Governance-controlled allocation ensures transparency and traceability.
Accreditation Processes

Accredited participants may receive tokens as part of their formal onboarding into the SSI
trust framework.

Examples include:

e Credential issuers
e Governance participants
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e Infrastructure operators
Token holding signals recognized responsibility, not entitlement or ownership.
Ecosystem Participation
Tokens may be allocated to support:

e Long-term contributors
e Technical partners
e Research or standards-alignment activities

These allocations are non-financial in nature and do not imply future economic returns.

A.2 Sustainability Model

A.2.1 Separation of Sustainability and Identity

A central design objective of the SAHEL architecture is the complete separation between
identity infrastructure and revenue generation.

Identity systems must remain:

e Predictable
e Trustworthy
e Independent of market volatility

For this reason, the sustainability of the SAHEL SSI system is external to the token itself.

A.2.2 Sources of Long-Term Sustainability

SAHEL’s long-term sustainability is based on real economic activity rather than protocol-
level monetization.

Consulting and Advisory Services

SAHEL provides strategic and technical consulting related to:

SSl adoption
Governance design

Trust framework architecture

Public-sector readiness

These services are independent of token ownership or usage.
Technical Project Delivery
Revenue is generated through:

e Design and implementation of SSI solutions
e Pilot execution and system integration
e Maintenance and operational support

Projects may use the SAHEL SSI architecture but are not required to adopt the token.
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Education and Training
Educational sustainability includes:

e Professional training programs
e Institutional capacity-building
e Academic and executive education

Training environments may demonstrate governance and token mechanics without
monetizing identity.

Institutional Partnerships
Long-term partnerships with:

e Public institutions
e International organizations
e Research and standards bodies

support sustainability through collaboration, not platform dependency.

A.2.3 Why This Model Matters
By decoupling sustainability from token economics:

e |dentity is never treated as a revenue source
e Governance incentives remain stable
e Infrastructure remains viable during market downturns

This model is essential for institutional trust and long-term deployment.

A.3 Security and Threat Model

A.3.1 Threat Modeling Approach

The SAHEL SSI architecture assumes adversarial conditions by default. The system is
designed to remain safe even if:

e Some participants act maliciously
e Infrastructure components are compromised
e Observers attempt to infer sensitive information

The threat model prioritizes systemic risk reduction over absolute prevention.

A.3.2 Assumed Threat Actors
Malicious Issuers
Issuers may:

e Issue incorrect or fraudulent credentials
e Fail to revoke credentials properly
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e Mismanage signing keys
Mitigations

e Explicit issuer accreditation

e Time-bounded and revocable authorization
e Public auditability of issuer status

e Independent verifier trust decisions

Curious or Overreaching Verifiers
Verifiers may attempt to:

e Collect excessive data
e Correlate credential usage
e Infer identity patterns

Mitigations

e Selective disclosure mechanisms

e No centralized verification logs

e No governance visibility into presentations
e Verifier autonomy with local responsibility

Compromised Infrastructure
Infrastructure components may be:

e Misconfigured
e Partially compromised
e Temporarily unavailable

Mitigations

¢ No central identity databases

e Credential verification independent of live services
e Public artifact mirroring

e Blockchain-based integrity anchoring

Blockchain Observers
Observers may attempt to:

e Analyze on-chain activity
e Infer identity usage
e Correlate governance actions

Mitigations

e No user transactions on-chain

¢ No identity-related data on-chain

e Token usage restricted to governance roles

e Aggregate, non-correlatable registry updates
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A.3.3 Summary of Core Mitigations
Across all threat categories, the architecture enforces:

e No personal data on-chain

e No mandatory user blockchain interaction

e Strict separation of identity and governance layers
e Transparent, auditable governance

e Cryptographic verification over platform trust

These mitigations are architectural guarantees, not operational promises.

A.4 Residual Risk and Responsibility

No identity system can eliminate all risk. The SAHEL architecture ensures that:

e Failures are localized, not systemic
e Abuse is detectable, not hidden
e Trust decisions remain contextual, not centralized

Responsibility is distributed across:

e Issuers (issuance integrity)

e Verifiers (reliance decisions)

e Governance participants (rule stewardship)
e Holders (key management)
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Interoperability and Ecosystem Alignment

Interoperability is not an optional feature of Self-Sovereign Identity; it is a foundational
requirement. An SSI system that cannot interoperate across standards, sectors, or
jurisdictions simply recreates the fragmentation and lock-in of traditional identity platforms.

The SAHEL SSI architecture is therefore designed to operate within the global SSI
ecosystem, not as a competing or proprietary alternative.

Alignment with W3C SSI Standards

SAHEL aligns explicitly with the core standards developed by the World Wide Web
Consortium (W3C), including:

e Decentralized Identifiers (DIDs)
e Verifiable Credentials (VCs)
e Verifiable Presentations (VPs)

These standards define the data models and trust primitives used throughout the
architecture.

Key implications

e Credentials issued within the SAHEL framework are compatible with any W3C-
compliant wallet or verifier.

e Verifiers are not required to trust SAHEL as an authority; they rely on cryptographic
verification and governance evidence.

e Future evolution of standards can be absorbed without redesigning the architecture.

SAHEL does not introduce proprietary extensions that would bind users or institutions to a
closed ecosystem.

Alignment with Public-Sector Identity Frameworks

Public-sector and regulated environments impose requirements that go beyond technical
interoperability, including:

e Clear accountability and role separation
e Auditability and transparency

e Legal and regulatory compatibility

e Long-term stability and vendor neutrality

The SAHEL architecture aligns with these requirements by:

e Separating identity data from governance infrastructure
e Making issuer authorization and schema approval explicit and auditable
e Avoiding mandatory blockchain interaction for citizens or end users
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e Supporting institutional deployment models (on-premise, hybrid, federated)

This makes SAHEL compatible with national and supranational digital identity initiatives,
without requiring those initiatives to adopt SAHEL-specific technology or governance.

Alignment with Cross-Border and Multi-Stakeholder Trust Ecosystems

Many real-world SSI use cases are inherently cross-border and multi-organizational,
including:

e International development and cooperation projects
e Cross-border education and professional recognition
e Multi-agency public-sector services

e Sectoral trust frameworks spanning jurisdictions

SAHEL supports these contexts by:

e Using governance-based trust rather than centralized authority

e Allowing multiple issuers and governance participants under a shared framework
e Preserving verifier autonomy across jurisdictions

e Avoiding dependency on a single national identity system

Trust frameworks can therefore outlive individual projects or institutions, which is essential
for international deployments.

Avoidance of Proprietary Lock-In

A central interoperability objective of SAHEL is to avoid any form of structural lock-in.
This is achieved by:

e Using open standards for identity and credentials

e Publishing governance artifacts in open, auditable formats
e Allowing verifiers to independently evaluate trust evidence
e Avoiding exclusive reliance on proprietary APls or platforms

Participants can exit the ecosystem without losing their credentials or trust history, which is
a critical requirement for institutional confidence.

Preservation of Verifier Autonomy

In the SAHEL architecture, verifiers are never forced to accept a credential, issuer, or
governance decision.

Instead:

e Governance provides evidence, not enforcement
e Verifiers decide which schemas and issuers they trust
e Trust decisions remain contextual and purpose-bound
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This preserves a core SSI principle: verification without delegation.

Strategic Positioning

The architectural and governance choices described in this whitepaper define SAHEL's
strategic position within the SSI landscape.

SAHEL does not aim to be a platform, marketplace, or identity provider. It operates as a
reference, steward, and enabler.

SAHEL as a Technical Reference Architecture

SAHEL provides a working reference architecture that demonstrates:

e How SSI standards can be composed into a real system
e How governance can be explicit and auditable
e How blockchain can be used responsibly without controlling identity

This reference architecture can be:

e Studied
e Reused
e Adapted

¢ Implemented independently

It is intended to reduce ambiguity and uncertainty for organizations exploring SSI adoption.

SAHEL as a Governance-First SSI Operator
Unlike many SSI initiatives that focus primarily on cryptography or wallets, SAHEL places
governance at the center of the system.

This includes:

e Explicit role definitions

e Scoped authority

e Transparent decision-making
e Auditable trust evolution

This governance-first approach is essential for moving SSI beyond experimental pilots into
long-term, institutionally trusted infrastructure.

SAHEL as a Consulting and Delivery Partner
SAHEL applies this architecture in practice through:

e Strategic advisory on SSI| adoption

e Design and implementation of trust frameworks

e Execution of pilots and production deployments

e Support for public-sector and international projects
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Because SAHEL operates its own SSI infrastructure, consulting is grounded in operational
reality, not theoretical models.

SAHEL as an Educational Authority on Digital Trust
Education is a core pillar of SAHEL’s strategy.

SAHEL provides:

e Training programs and workshops
e Hands-on demonstrations using real infrastructure
e Capacity-building for institutions and professionals

This educational role is strengthened by the fact that governance, token mechanics, and SSI
flows are real and observable, not simulated.

The Role of the Token in Strategic Positioning
The SAHEL token reinforces this strategic positioning by serving as evidence of operational
commitment.

The token:

e Anchors governance actions in a verifiable way
e Signals accredited participation
e Supports coordination without speculation
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Out of Scope and Explicit Non-Goals

The SAHEL Self-Sovereign Identity architecture is intentionally constrained. It is designed to
solve specific classes of problems related to digital trust, governance, and verifiable
credentials, while explicitly excluding others.

This section defines what the SAHEL architecture does not attempt to address, in order to
prevent incorrect assumptions, scope creep, or misplaced expectations.

Device and Endpoint Compromise
Out of scope

The SAHEL SSI architecture does not attempt to prevent or remediate:
e compromised user devices
e malware on holder or issuer endpoints
e physical theft of devices
Rationale
Device security is a prerequisite for any digital system and must be addressed through:
e operating system security
e secure hardware
e wallet implementation choices

Governance infrastructure cannot compensate for endpoint compromise without violating
user sovereignty.

Social Engineering and Coercion
Out of scope

The architecture does not attempt to prevent:
e social engineering attacks
e phishing
e coercion or forced disclosure
e misuse of credentials under duress
Rationale
These threats exist across all identity systems and require:
e user education
e legal safeguards
e organizational policies

SSl improves technical control, but cannot eliminate human-level risks.
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Universal Anonymity or Untraceability
Out of scope

The SAHEL architecture does not claim to provide:

e absolute anonymity

e resistance to all forms of correlation

e protection against global passive adversaries
Rationale

The system prioritizes privacy by design and data minimization, not absolute anonymity.
Advanced anonymity guarantees may conflict with institutional, legal, or audit
requirements.

Custodial Identity or Key Recovery
Out of scope

SAHEL does not provide:

e custodial wallets

e centralized key escrow

e mandatory key recovery mechanisms
Rationale

Custodial models reintroduce central points of control and failure.
Key recovery, where implemented, is a wallet-level or deployment-level concern, not a
governance function.

Enforcement of Verifier Decisions
Out of scope

The SAHEL SSI architecture does not:
e enforce acceptance or rejection of credentials
e mandate reliance decisions
e override verifier policies

Rationale

Verification is inherently contextual.
Enforcement would contradict the core SSI principle of verification without delegation.

Monetization of Identity or Credential Usage
Out of scope

The architecture explicitly excludes:
e per-verification fees

e identity marketplaces
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e monetization of credential usage
e extraction of value from user behavior
Rationale

Identity is  treated as infrastructure, not as a revenue  stream.
Sustainability is achieved through services, not through identity exploitation.

Replacement of Legal or Regulatory Frameworks
Out of scope

SAHEL does not attempt to:
e replace legal identity systems
e override national or supranational regulations
e act as a regulatory authority
Rationale
SSI complements existing legal frameworks.
Legal recognition, liability, and compliance remain external to the technical architecture.
Universal Trust or Global Root Authority
Out of scope
The SAHEL architecture does not provide:
e aglobal trust root
e universal issuer trust
e mandatory governance participation
Rationale
Trust is contextual, plural, and purpose-bound.

The architecture enables trust evaluation; it does not dictate it.

Why Explicit Non-Goals Matter
By clearly defining non-goals, the SAHEL SSI architecture:

e avoids unrealistic expectations

e prevents architectural misuse

e reduces regulatory and reputational risk
e preserves long-term coherence

Most importantly, it ensures that the system remains technically honest and institutionally
credible.
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Non-Goals Summary
The SAHEL SSI architecture is designed to:

e enable verifiable trust

e preserve sovereignty and privacy

e support institutional deployment
It is not designed to:

e solve all identity problems

¢ eliminate all risk

e replace legal or social systems

A robust architecture is defined not only by what it enables, but by what it deliberately
refuses to do.
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Principles-to-Enforcement Mapping Table

The following table maps the core design principles of the SAHEL SSI architecture to their
architectural enforcement mechanisms and the specific sections of this whitepaper where
they are defined and justified.

This table is intended to support:
e technical review
e security and compliance audits
e architectural assessment

e institutional decision-making

Design Principle Architectural Enforcement Relevant Sections

¢ Identity and credential data
remain fully off-chain
® On-chain layer stores only
No personal data on- hashes, identifiers, timestamps,
chain and status flags
e Aggregate revocation
commitments instead of per-
credential records

Design Objectives and
Principles

Layered Architecture
Trust Boundaries
Token Constraints

¢ Holders never sign or submit Design Objectives and
No mandatory blockchain transactions Principles
blockchain interaction ¢ Wallets operate entirely off-chain Wallet Assumptions and
for users * Verification does not require live Wallet-Agnostic Design
blockchain access Token Constraints

* Governance decisions are
recorded as immutable, append-  Governance Model

only records Governance Change
Explicit and auditable * Schema approval and issuer Management and Conflict
governance accreditation are time-stamped Handling

and versioned On-Chain Immutability

® Governance history is and Error Handling

reconstructable
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Design Principle

Verifier autonomy
(“verification without
delegation”)

Governance does not
control identity

Deterministic
auditability

Revocation without
surveillance

Key responsibility
separation

Wallet neutrality and
portability

Architectural Enforcement

e Governance provides evidence,
not enforcement

e Verifiers apply local policies and
acceptance criteria

* No central authority mandates
trust decisions

e Governance cannot issue
credentials

e Governance cannot access
wallets or presentations

e Governance keys are isolated
from identity keys

¢ Canonicalization and hashing
profile ensures reproducible
integrity checks

e Artifacts are signed, hashed, and
anchored

e Historical states remain verifiable

e Status list—based revocation
mechanisms

* No per-user or per-presentation
revocation events

¢ Optional on-chain integrity
anchoring

* Holders, issuers, and governance
manage distinct key sets

¢ No custodial key management by

SAHEL
¢ Key rotation handled via DID
document updates

¢ No mandated wallet
implementation

e Minimal functional assumptions
only

¢ No governance control over
wallets
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Relevant Sections

Verifier Validation
Checklist

Trust Boundaries
Interoperability and
Ecosystem Alignment

Governance Model
Trust Boundaries

Key Management and
Cryptographic
Assumptions

Canonicalization and
Hashing Profile
Public Artifact and
Transparency Layer
Lifecycle Overview

Revocation Model
Lifecycle Overview

Security and Threat Model

Key Management and
Cryptographic
Assumptions

DID Resolution
Assumptions

Wallet Assumptions and
Wallet-Agnostic Design
Interoperability and
Ecosystem Alignment
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Design Principle Architectural Enforcement Relevant Sections

e Alignment with W3C SSI Interoperability and
Interoperability by standards Ecosystem Alignment
design ¢ DID-method agnostic architecture Identity and Credential

e No proprietary extensions or APIs Layer

¢ Append-only governance records On-Chain Immutability,

e Explicit supersession and Upgradability, and Error
Controlled evolution p ) P Pe ) y
. . . versioning Handling
without rewriting history ) .
¢ Corrective actions recorded, not Governance Change
hidden Management

* No usage-based fees or rewards Token Purpose and
Sustainability without ¢ No yield or staking mechanisms  Constraints
monetizing identity e Sustainability via services, not Tokenomics and
protocol extraction Sustainability Appendix

e Explicit role separation
Institutional and public- e Auditability without centralized
sector readiness databases

¢ Vendor neutrality and exitability

Governance Model
Security and Threat Model
Interoperability Alignment

e Clear exclusion of custodial

identity, coercion resistance,

universal trust, and monetization  Out of Scope / Non-Goals
¢ Architectural refusal to

overpromise

Explicit non-goals and
scope control

How to Read This Table
e Principles describe what must always hold true
e Architectural enforcement describes how the system guarantees it
e Relevant sections point to where this is formally defined

Any future extension of the SAHEL SSI architecture must preserve these mappings in order
to remain compatible with the trust, privacy, and governance guarantees described in this
document.
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Conclusion

The SAHEL Self-Sovereign Identity architecture demonstrates that SSl is no longer a purely
theoretical construct or an experimental technology limited to isolated pilots. When
combined with explicit governance, clear trust boundaries, and restrained use of blockchain,
SSl can be deployed today as credible, auditable, and sustainable digital infrastructure.

This whitepaper has shown that the core challenges of SSI adoption are not rooted in
cryptography alone, but in how trust, authority, and responsibility are structured over time.

SSI Can Be Deployed Today

The SAHEL architecture demonstrates that SSI can move beyond conceptual discussions and
controlled proofs of concept.

By combining:
e W3C-standard DIDs and Verifiable Credentials
e Mature issuance and presentation protocols
e Clear separation of identity, governance, and transparency layers

the system supports real credential issuance, verification, and revocation in institutional
and cross-border contexts.

Importantly, deployment does not require:
e New identity standards
e Centralized identity registries
e Mandatory blockchain interaction for users

This makes SSI deployable today using existing tools, standards, and organizational
structures.

Governance Can Be Transparent Without Centralization

A central contribution of the SAHEL model is the demonstration that governance does not
require centralized control in order to be effective, auditable, and accountable.

By treating governance as a first-class architectural component, SAHEL shows that:
e Credential schemas can be explicitly approved and versioned
e Issuer authority can be time-bounded and revocable
e Trust rules can evolve without silent changes
e Governance history can be reconstructed and audited
At the same time, governance is deliberately constrained:

e |t cannotissue credentials
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e It cannot access wallets or identity data
e |t cannot observe credential usage
This balance enables institutional-grade governance without turning governance into an

identity authority.

Blockchain Can Support Identity Without Controlling It

This architecture challenges a common misconception: that meaningful blockchain use in
identity systems requires putting identity data on-chain.

SAHEL demonstrates the opposite.
Blockchain is used strictly as:

e Anintegrity anchor

e Atimestamping mechanism

e A public audit trail for governance decisions
It is not used as:

e Anidentity registry

e Acredential store

e Auser interaction layer

e An enforcement mechanism

By limiting blockchain to what it does best, the architecture preserves privacy, avoids
regulatory conflicts, and prevents the blockchain from becoming a control point over
identity.

Sustainability Does Not Require Monetizing Identity

Perhaps most critically, the SAHEL model demonstrates that SSI infrastructure can be
sustainable without turning identity into a commodity.

Sustainability is achieved through:
e Consulting and advisory services
e Technical implementation and delivery
e Education and capacity building
e Institutional partnerships
The SAHEL token supports governance and coordination, but it:
e Does not monetize identity usage
e Does not reward transaction volume

e Does not introduce speculative incentives
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This decoupling of identity from monetization is essential for long-term trust, public-sector
adoption, and ethical deployment.

A Broader Implication for SSI

Taken together, these elements show that the future of SSI does not lie in:
e Platform dominance
e Token-driven growth
e ldentity marketplaces
e Or proprietary ecosystems
Instead, it lies in:
e Interoperable standards
e Explicit and limited governance
e Verifiable trust frameworks
e Long-term stewardship

The SAHEL SSI architecture is not presented as the solution, but as a reference for how SSI
can be implemented responsibly at scale.

The SAHEL SSI architecture demonstrates that:
e |dentity can remain sovereign without becoming isolated
e Governance can be explicit without becoming authoritarian
e Blockchain can add value without introducing control
e Sustainability can be achieved without exploiting identity

Trust in digital identity is not created by ownership or scale, but by verifiability,
restraint, and responsibility.

SAHEL’s role is to help build and steward that trust — technically, institutionally, and
ethically — over the long term.
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